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Configuracion de PFSense 2.0 con OpenVPN Road Warrior.

Esta vez el escenario propuesto consiste en que un cliente requiere conectarse en forma remota a
nuestra organizacidon con una conexién VPN segura que permita acceder a todos los servicios de la
red interna de nuestra empresa. Por eso a continuacion describiré los pasos necesarios para
realizar esta configuracion implementando un firewall con PFSense 2.0.

Escenario:
Windows 7 |
Nombre: geronet-vpnuser VPN 172.168.1.0/24
VPN User

|
|
|
|

|
Firewall |
Nombre: geronet-firewalll
NIC1 (ISP1): DHCP
NIC2 (Interna): 192.168.2.1
SO: PFSense 2.0
OPEN VPN Server

192.168.2.1/24

L]

Servidor APP Servidor Email Servidor [...]

Los pasos necesarios para conseguir nuestro objetivo son los siguientes:

Crear una autoridad certificadora.
Crear un tunel VPN.

Crear un certificado de servidor.
Crear un certificado de cliente.
Instalar el cliente en una PC.

o v hs wWN PR

Establecer la conexion VPN.

Para comenzar, una vez instalado nuestro PFSense, debemos descargar el paquete Open VPN
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Client Export Utility.

Entonces vamos a System->Packages
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Nos muestra el progreso de la instalacion y debemos verificar que termine correctamente:
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System: Package Manager: Install Package ©
| Avadide puckooes | imstulied pockages ol gl
- J
Installing OpenVIN Client fxpeost Utility and 1ts dependencies, ~

ation for OpenVPR Client Export Utility...
B Lguration file... done.

e Anformation,.. done,

o ioading Ope Ciient Euport Usility and Lts dependenciee, ..
Chacking for package in iation, ..

Dovnloading hutpr//t p.plennse, org/pacagen/8/ALL/ eip-2. 0,508 ..,
(extragting)

Loading pacikage configuration.., done,

COnfiQuEing package ¢ onente. ..
Adastional files... openvpn-allient-axport.cgr 5%

fie
o]

Ahora crearemos en nuestro servidor la Autoridad certificadora.

System = Cert Manager

v System » Interfaces »  Firewall
Advanced

Cert Manager

Firmware

General Setup

Logout

Packages

Routing

Setup Wizard geronet-firewalll.geronet.ct

User Manager 2.0.1-RELEASE (i386)
huilt an Man Dec 12 18:24:

Pulsando el botén (+) agregaremos una nueva autoridad:
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» System » Interfaces > Firewall » Services » Diagnostics  »

System: Certificate Authority Manager @
ars

Additional trusted Certificate Authorities can be added here.

Completamos los compos con los datos de nuestra empresa seleccionando en la opcién Method
“Create an internal Certificate Authority”:

b Imerface

System: Certificate Authority Manager
oo [T

Owscriptive name r; R‘i);ﬂ;';V»Mrl;o{ 7(‘1

Pethod Croste m intermal Cartificate Aoty | w .=

Internal Contificale Autharity

Koy length 1024 w | bits
Ukrtame 3650  dee
Dustinguashed naeme Contiry Cotle | M0 |
st w ownen - [ Mendoza o Tosme
o [N Mendoza o A
el Adbane ri 6;1&1!70‘1‘60_0-';"_\';‘(0;\:;47 R DR T
Comverer tiarre r\ EROAAdk-‘-/;l.nov_EA : o0 o
| Save |

Guardando los cambios con “Save” podemos verificar en la pantalla anterior que ya se ha creado
la autoridad certificadora:
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System: Certificate Authority Manager @

Mame Cntermal  dssuer  Certlicates  Distimguished Name
emmlAdérems = peronat Soeronet com. o, ST=Mendote, ©
O=GERONET, L=Mendoza, ChixRosdWarmor_CA, CoAR o ¥ v ¥

N fzadWerror CA YEs sefopned | 0

Addtional trusted Certificate Suthorthes con be added here,

Ahora crearemos un usuario al cual le generaremos un certificado para poder conectarse a la VPN.

Para ello vamos a System = User Manager

v System » Interfaces » Firewall
Advanced
Cert Manager

Firmware ificate Authority Man:

General Setup
Logout Certificate Revocation

Packages

Routing % ETAN T

Setup Wizard YES self-signed | 0
User Manager

R 1 Ll

» Dlagnostics

System: User Manager 9

e [ e

e o E—
¥

Adgmonal csary can be added here. User permssans for accesung e webConfiquiator Can be assgned Sy o nhanitad
mumuwmmumu-mmmmmmmmummf”m

Accounts created bere are wco wsed for other parts of the systom such as OpesvPH, WPsec, and Captve Fortal,
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En nuestro caso crearemos el usuario “vpnuser” y le asignaremos un password.

System: User Manager

Edl oo | settwn | Serven |

Wb vpruser

IM LLLL L)

il'» annnen {eantemation)

h VPN User
Uner's Full name, for poue o irdenmanion urly

-
Leave blark # the actoum sheuldnt expire, stherwae enter the expirson date in the fllowing farmat: mey'éd'yyyy

Mot Meadar OF Menmber Of

[sarem

w
=)

Pkt doves CTRL (pc/COMMAND (mac) hey to select multiple tomy

e O |

Debemos tildar la opcion “Click to créate a user certificate” para que al momento de crear el
usuario, también nos genere el certificado.

|

Debemos seleccionar la Autoridad de Certificacidn creada anteriormente y podemos definir un
tiempo de vida para el certificado:
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IPsac Pre-Shered Key

b Interfaces
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W:Mnmhrn-mmuw
=)
Leave blank ¥ the account shoulda't exgire, cthermse enter the expiration date In the fellowing format: mmyad/yyyy

Not Nember Of Mambder OF

¥
"

ok dovwes CTRL (pe)/COMMAND (mac) key to select multiple dean

Dssmiptive same I\ cemificaco VPN User

Corthte sutborey | hauciarerca v

Key leagth 254 [w] b

Leiea IN36s0  dm
Ok tn paste an sttorized key.

s

| save |

Luego guardando los cambios con Save y volviendo a ingresar a los datos del usuario veremos el
certificado creado:

Aatacaed beve
I Pre Shared Ky

VN Uset
Clir's 1ol iatve, Tyt e inforirtion iy
N
Laave blank if the account shaukin't axpire, atherwise erter the epiation date i the fullowing furmat: mey dddvyyy
Wt Marbar OF Mewmbar 01
L]
¥
=)
Mol down CTIL (i COMMAND (mac) My to talnet muiple boms
o e reten |
i
Name A |
I Cotificads YW Lne HosdWarmor CA Muu
o
Qck to pantn an mthariied bey.
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Nuestro proximo paso sera crear el servidor.

Para esto vamos al menu VPN->OpenVPN:

» System » Interfaces » Firewall » Services

OpenVPN: Server o000
- mmm
lw-“  Tumet Metwort }mu-
4

ABSEMNAL OperiI servers Can be adted here.

En Type of Server, seleccionaremos Local User Access, ya que nuestros usuarios se crearan desde
el firewall:

St ! an Authents stum o end | ypo

]

NOTE: ¥ you s ummare, feve s et i “Locsl Uner Acoess.”

-t

Pulsamos Next, y seleccionamos la autoridad de certificacién creada:
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Opon VPN Remote Access Server Setup Wizard

Pulsando Next, generaremos nuestro certificado de Servidor, pulsando el botén Add new
Certificate

En esta pantalla generaremos el certificado que estara en nuestro server. Completamos con los
datos de nuestra empresa y pulsamos en “Create New Certificate”
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OpenVPN Remote Access Server Setup Wizard

Create a Now Server Cortifcate

Descrgtive name r ,SecverCertifcate
A ntre for your reference, bo idartly S cortficate, This is sho bnown as the cortficate’s “Common Name ©

00 b w|

Key length Size of the hary which vl be genestad, The lwrger the kiry, the more securlty it ffers, bit lwger heys arm genaraly
e to s
Uifetime: 3650
Lifetma in deve This i commenly oot to 350 (Approsmately 10 vears. )
Caa s [N AR
Two-letter 150 country code (0.9, U5, ALL CA)
State e Province: N Mendoza
Full State of Province rame, rat abhirevistad (e.g. Yermucky, Indiana, Oetane)
City: r Mendoza A
Oty or sther Localty name (0.5 Lovavile, Indianapclis, Toronts),
Orgenation I\, GerONET
Orparazation nane, aftan the Campany o Group nama
ey r\ wloon;.c-qoumol.(om »

Domad address far tha Cartficata contact. Ohan the omad of the persen generating the carthonta (La. Yeou,)

([t now Carticate |

Luego configuraremos los siguientes campos:

Inteface: Serd la placa que estard escuchando las conexiones entrantes de la VPN. Por lo general
es nuestra WAN.

Protocol: Seleccionaremos UPD en este ejemplo.

Local Port: por defecto OpenVPN utiliza el 1194. Y lo dejaremos asi. Aunque si se cambia no hay
problemas.

Tildar la opcion TLS Autentication y Generate TLS Key.
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OpenVPN Remote Access Server Setup Wizard

- wasar [w]

The startece whare OpeySh sl lnten for certm (hpeshy BN
Pahocel we .

Srptocol  me for Openi™ commecas 'ﬁ-”hu-o

AN L
Local Port: um-—mwdmhm_hhnn‘-

a2 ) 2Fereet ot

N ven_Roadwarrior
Descrptos: A rame b Su Cpe™N mxtarce, by you reference. 1 Con Do et howener you M, Bt & oher ced b Setmgunt
e pugone of Be v (05 Temmte Techmc S,

Oy Pre— 7 osble athastcon of TUS sackee: -
Gemesste TLS Key: 7 Adumatcady gerecke @ daret TS adbertcaten i, —
TLS Shared Key:

Prste m 2 et TLS hey ¥ ome hax seeady beew peensted

Seleccionamos un algoritmo de encriptacién. Ej: AES-128:

TLS Atbratn stumw. ¥ Exie aibetition o T3 pudetn.
Carmeryte TLS Rey Y Attty gee e 8 et T3 SSetnston ey
IS Shrnd Ry

B e A e e T

em e
O Parummtars | rmgph ngih of D rattees TRV ey - -t W . O Nere A
- DO s MG, T S BTI B et ST bl 0y 14 S o o B
AT 29CNC (L1900 -
Ui rypenen Mhgrthom B R L L i L I R S e 2L e e, et

TN T Vet e Wt (Ut BT el parte L e APE T Ce st Jeaeleg @ Ve
SR, o Ll N w1

Sy (gt Ao @
Peardmare Crypte —
ThE M Ban® (PP WIv KT W % =3 b B N Cevecten, 1 e

K
1t ot T™™n AR NE SO e St MRt ™ MPE el ST o) Agrened aeng I8
tgtee iog AR Ne PR aigt BODTIL il L gmmipent T TN 197w SN FEwt N Ve ety
- A b meimand b e e bbb S

En la misma pantalla tambien configuraremos la red que se utilizara en nuestro tunel:
Tunnel Network: de acuerdo al ejemplo del primer grafico ingresamos la red: 172.168.1.0/24

En Local Network debemos configurar la red de nuestra LAN Interna, en este caso: 192.168.2.0/24
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Hardware Cryphe e Hardware Crygts Acceleration | w |
The herd phographec accelerator tn uoe for this VIN cormection, # any

[N, 172.168,1.0/24 =

Tunnel Netvork: This i the Wiius netwirk uyed for povete Commumcabon between ths server and Chent hosts exgressed usng CIOK
netweurs widresses can rotionaly be sewgned by (onnecting denms, [ see Address Prol

Hedirect Gatoway: Force ah chant generated trafic through the tumnes

N 102.168.2.0024 —

1 encal Network The 16 the setreorh that wil be acomssibde bom She renote andpoint, mgesind as 4 CIOR range. You may leeve ths
mlmmtmumum-uu:a:mmnw-nmm Ths 4 generaly
ot LAN stwvirk,

Cancurrent Contre teone. N0

Soncfy the maxsnum sumber of Cherts slowed 15 (oncurrently Crmnect th the server

Cormprevsson 7] Comprwss tumnel pachany using the LI0 sgarien, g
Type-of Sorvice: | et the YOS 17 header valur of turnel pachets o match the mmcapsated pachet valie.
et A et ‘umm.-

Dt Coetrections. [ Niow mttiple concurrent cammections fram chents using e same Commeon Neme.

NOTE: Ths 1t nat generaly recammended, St may be needed for some sconanoe.

et Set b

Oymarric 11 [/ Mdow comnerted cherts to retan ther connecions If thaw I address (hanges.
Addross Poal: 7 Prowide o Wiesl adate 1P 808 ews 10 herms (wee il Ntk ).
DS Oedimdlt Duenain

Provide & Sefedt doman neme o denty.

También habilitamos la compresién del tunel.

Tildamos la opcién Dynamic IP y Adddress Pool:
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Client Settings

Dynamic IP: Allow connected dients to retain their connections if their IP address changes. =
Address Pool: Provide a virtual adapter IP address to dients (see Tunnel Network). =
DNS Default Domain:

Providé a default domain name to dients.

DNS Server 1 ‘
DNS server to provide for connacting dient systems.
DNS Server 2: ‘
DNS server to provide for connecting dient systems.
DNS Server 3: 4
DNS server to provide for connacting dient systems.
DNS Server 4; ]
DMS server to provide for connecting dient systems.
NTP Server: :
Network Time Protocol server to provide for connecting dient systems.
NTP Server 2: ‘
Metwork Time Protocol server to provide for connecting dient systems.
NetBIOS Options: [ Enable NetBI0S over TCR/IP.

If this option is not set, all NetBIOS-over-TCP(IP options (including WINS) will be disabled.

NetBIOS Node Type: Possible options: b-node (broadcasts), p-node (point-to-point name queries to a WINS server), m-node (broadcast then
query name server), and h-node (guery name server, then broadcast).

NetBIOS Scope ID: A NetBIOS Scope ID provides an extended naming service for NetBIOS over TCP/IP. The NetBIOS scope ID isolates
NetBIOS traffic on a single network to only these nodes with the same NetBIOS scope ID.

e

El resto de las configuraciones por ahora no las modificaremos, y pulsamos Next:

NTP Server: ‘
Network Time Protocol server to provide for connecting dient systems,
NTP Server 2: ‘
Metwork Time Protocol server to provide for connecting dient systems.
NetBIOS Options: [C] Enable NetBIOS over TCP/IP.

If this option is not set, all NetBIOS-over-TCP/IP options (including WINS) will be disabled.

NetBIOS Node Type: Possible options: b-node (broadcasts), p-node (point-to-point name queries to a WINS server), m-node (broadcast then
query name server), and h-node (query name server, then broadcast).

NetBIOS Scope ID: A NetBIOS Scope ID provides an extended naming service for NetBIOS over TCP/IP. The NetBIOS scope ID isolates
NetBIOS traffic on a single network to only those nodes with the same NetBIOS scope ID.

WINS Server 1: A Windows Internet Name Service (WINS) server to provide for connecting dients, which allows them to browse
Windows shares. This is typically an Active Directory Domain Controller, designated WINS server, or Samba server,

WINS Server 2: A Windows Internet Name Service (WINS) server to provide for connecting dients, which allows them to browse
Windows shares. This is typically an Active Directory Domain Controller, designated WINS server, or Samba server.

-

Advanced:

Enter any additional options you would like to add to the OpenVPN server configuration here, sep i by a jicol
EXAMPLE: push "route 10.0.0.0 255.255.255.0"
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En este paso seleccionamos las opcines Firewall Rule y OpenVPN rule para que el asistene nos
genere las reglas para permitir la conexién con la VPN en el firewall:

Forcwmall Habe ( cadupuer atuon

You must sdd nes tu slow Dafic 1o the OperVPH server's [P and port. 2 well =
These ndes e e ntonGodly added here, or

7 Adt 3 nde b permat tafhic fom Clents on the Intermes th e Opem/#N senver process. -

Traffa tresn Chents Diruugh VPN

71 Add & 1ke ty alow al Daffc bom comnectad chents 10 pas s the VP tLusnel —

(e |

Pulsando NEXT, finaliza la configuracion:

Yoy covhpastnn 5 o rmglete.

To he able o ©x307 (3ent COAQU ML Drimae bt Syitem ~Padages and st e Operm N Jot Exson pacage.

(e |

Ahora verificamos en Firewall = Rules que se hayan creados las reglas correspondientes en las
interfaces WAN y OpenVPN:
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Firewall: Rules

TR P : " Bt v

10 Pyote  Saure  Purt Desteates  Mert

uoe ® 4 WANY sdovess | LI
(Opanvyiv|

Dhuck ruleh, yout have 1o pay atanlon 4s the

El siguiente paso consiste en exportar desde nuestro firewall el paquete de instalacién de
OpenVPN y la configuracion para nuestro cliente. Basicamente el paquete instalado en el primer
paso nos permitira obtener el instalador del Cliente VPN y su configuracién para cada usuario
generado en el sistema. En el ejemplo es nuestro usrvpn creado anteriormente.

Para hacer esto vamos al meni VPN->OpenVPN->Client Export

Gerénimo Manso 15



www.geronet.com.ar

» System » Interfaces »  Firewall » Services

OpenVPN: Client Export Utility
server | hent | ot specihc Overdes | waards Jeot

Ramnta

OpenVPN: Client Export Utility
1 ) R (Y et e [T

et 1] gf—

bonrtun 1) Addons | =]

Lne Moroaeft Cortficate Shorage mutasd of locel Nes,
USe # o€ 10 pretect tha phoald She Costeres & Sy o Veiasty tusde.

Lone HTTP prwwy 1o communicate with the servee

Evter wmy advmansl opaore ¢ woukt M 10 80 10 He Openy PR et @pat anfigurstion Sers, spewned by 4 boe brwe o servomon
ESAILE: remote (andoer;

Conbgarstion
Coodguintion arctyve

CentBoade VPN Uner Windees deviaber
Vitoety Dundle

¥ vou xpact 16 308 & cortan chet in the bt L £ iy Aot thern. & & asusly tue 1o & CA mestanich) Detseses the Ogerf/PN devver mstance and
tha cheet comfiontes feund in the Liser Masager.

Guardamos el paquete generado para nuestro usuario y luego lo instalaremos en la PC que se
conectard remotamente a nuestra red.

& Guarder como...
@Qv.fxnm » vi‘“y" Buscar Exentorio =)
Urgancar v Nueva carpeta 2= v w
45 Faverites " Bibliotecas
& Descargas - Carpets de tisterma s
M Escitono
LU Sttics recientes . Garonamo
Arpets de 1o
4 g Biblictecas
3D 5 | 8 | Equipe
Cumanins B Carpeta dezistema
= Imigenes
J“ Musica : . Red
B Video: “arpets de sistems
5 Cardro de solucicoes HP
4% Equipo - Acrwsn fivect -
Nombre:  geronet fuewall -udp-1184-installese g -
Ipe: | Applicabon U =)
# Ocultar carpetas Guardae I Camcelas |
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Ejecutamos el instalador:

(1) Open¥PN 2.2.0 Setup =101

Welcome to the OpenVPN 2.2.0
Setup Wizard

This wizard will guide vou through the installation of
CpenyPM, an Open Source WP package by James Yonan,

Mote that the Windows wersion of OpenyPr wil anly run on
win 2000, %P, or higher,

Cancel

Pulsamos Next

i

Licenze Agreement
Please review the license terms before instaling OpenvPM 2.2.0,

Press Page Down to see the rest of the agreement.,

OpenyPM (TM) -- An Open Source YPH daemon 3
Copyright () 2002-2010 OperdPM Technologies, Inc, <sales@openypn.net =

This distribution contains multiple components, some

of which fall under different licenses. By using OpenyPM
or any of the bundled components enumerated below, wou
aqgree ko be bound by the conditions of the license Faor
each respective component,

Cpent'Ph trademark j

If wou accept the berms of the agreement, click I Agree ko conkinue. You must accept the
agreement to install OpenwPM 2,2.0

ullsaft Install System w2, 46

« Back I 1 Agree I Cancel

Aceptamos el acuerdo.

www.geronet.com.ar
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1/ 0pen¥PN 2.2.0 Setup

Choose Components

MPEN

Choose which Features of OpenyPM 2.2.0 vou wank to install,

=101 ]

Select the components o installjupgrade. Stop any OpenyPR processes of the OpendPH
service iF it is running, Al DLLs are installed locally,

Select components ko install;

Space required: 4, 9ME

OperyPH GLI
OpenPM RSA Certificate Management Scripts
OpenVPM Service

OpenyPM File Associations

Openssl DLLs L|

-~ —
r— Description
Easition your mouse aver a camponent ba see its
description,

ullsoft Install System w2, 46

< Back I Mext = I Cancel

Dejamos tildada todas las opciones y NEXT

1/ 0pen¥PN 2.2.0 Setup

MPEN

Choose Install Location
Choose the Falder in which to install QpenyPl 2.2.0 .

=101 ]

Setup will install Openv'PM 2,2.0 in the Following Folder, Toinstallin a different Folder, click
Browse and select another Folder, Click Install ko start the installation,

Destination Folder

Browse. .. |

Space required: 4, 9ME
Space available: 22, 4GE

ullsoft Install System w2, 46

< Back I Install I Cancel

Pulsamos Install

www.geronet.com.ar
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B Seguridad de Windows x|

iDesea instalar este software de dispositivo?

~  Mombre: TAP-WYin32 Provider W8 Adaptadores de red
_k_‘ Editor: Oper’¥PM Technologies, Inc,

v Siempre confiar en el software de "OperPh Instalar | Mo instalar I

Technologies, Ing.”,

';g' Sdla deberia instalar software de controlador de proveedores en los que confie. éCdma puedo decidic
gué software de dispositivo es sequro para instalar?

Se nos muestra el mensaje de que se quiere afiador un dispositivo, al cual tildamos la opcién
Siempre confiar en el Software de OpenVPN Technologies INC y pulsamos Instalar.

21515

Installation Complete
Setup was completed successfully,

Completed
|

Create shortcuk: 4 UserstizeronimolAppDatatFoaming Microsoftwindows Skark Me, |, ;I
Create shortcut: C\UsershGeronimolDeskkoph OpenP GULInk

Create shortcuk: C4UserstizeronimolAppDataiFoamingMicrosoftwindowsSkark Me. .,
Create shortcuk: O UsersiGeronimolAppDatalFoamingt Microsoft windowsi Skart Me. .,
Create shortcub: O UserstizeronimolapphatatFoaming Microsoft windows Skart Me. ..
Create shortcuk: 4 UsersizeronimolAppDataiFoamingt Microsoftwindowsi Skart Me. .,
Create shortcuk: O UserstizeronimolapphatatFoaming Microsoft windows 3kart Me, ..
Create shortcuk: 4 UsersiGeronimolAppDataiFoamingt Microsoftwindowsi Skart Me, .
Created uninstaller: Ci\Program Files\CpenyPHIUninstall, exe j

-

Completed

fullsoft Install System w246

= Bach

Canicel |

Una vez completada la opcién pulsamos Next para finalizar.

Si nos vamos al administrador de dispositivos de red, podremos comprobar que se ha agregado un
nuevo adaptador de red:
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%v l@ - Redes e Int,., ~ Conexiones de red -

hd mj I Buscar Conexiones de red

organizar

". Conexion de area local
§ © _Red 3

".. Conexion de area local 2
B ~ _ (Cable de red desconectada
@ Conexidn de red Intel(R) PROJ 1000 MT ) @ TAP-Win32 Adapter ¥o

Este es quien controlarad nuestra conexion.

En la carpeta: c:\Program Files\OpenVPN\config\ podremos encontrar que se encuentran los
certificados para la conexién y la configuracion necesaria para establecer la VPN. Aqui no de debe
modificar nada, es solo para comprobar que se encuentren estos archivos:

=10l x|

QU [T i i d—

E] E I By ol

Crgece »  Indeenbbiotas v  Competron > Nossscepets

Ihamhm |lu

L&)

{ Favorkos -
& Descwgss 3 omronet-foswall w1194
B zonom

() guroret-frawsl]-ude- | 194-condy
= =
% 505 sedeniod Qeronet frowel! w1194k Sey

o By A

# Docurentos
. InS)eres
w Wi
B s

o oo en e hogy

& £oup0
L Do koemt 60

Sy et

‘ 4 ermentos

e bk v
VAN T
200422 2297
Fpoiz W

FPersony Ifovath
Cpar¥Fh Confi M
Fedwro KEY

Doouventn de tete

1
148
I

En nuestro escritorio se generd un acceso directo a la interfaz de usuario del cliente VPN, al cual
accederemos e ingresaremos nuestro usuario y clave generados en nuestro firewall:
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Pulsando OK, el sistema tratard de conectarse.

Debemos agregar estas excepciones al firewall de Windows si es que lo tenemos activado:

™ Alerta de seguridad de Windows |

@ Firewall de Windows bloqued algunas caracteristicas de este programa

Firewall de Windows blogued algunas caracteristicas de openvypn en todas las redes pablicas v
privadas.

E Mormbre: openvpn
Editor: Desconocidao

Ruka de Zprogram filestopenvpnibintopenypn. exe
arceso;

Permitir que openvpn se comunique en estas redes:

¥ Redes privadas, como las domésticas o del trabaijo =

v Redes pablicas, como las de aeropuertos v cafeterias (o se recomienda porque;
estas redes plblicas suelen tener poca seguridad o carecer de ella)

—

4Cual es el riesgo de permitir gue un programa pase 5 través de un firewall?

Permitir acceso | Cancelar |

El sistema genera la conexion segura:

Gerénimo Manso 21



!-'. Conexion Open¥PN {geronet-firewalll-udp-1194-config) - | Ellil

Estado actual: Conectando

Thu &pr 26 2251:08 2002 OperivPM 2.2.0886-pc-mingw32 [S5L] [LZ02] [PKCS11] [IPYE papload 20717105217
ThubApr 26 23:57:40 2012 IMPORTAMT: OpenyPM's default port number iz now 1134, bazed on an official por
Thubpr 26 2351:40 20012 WaRMNIMG: Make sure you understand the semantics of -tz-remote befare using it [:
Thu &pr 26 23:51:40 2012 NOTE: OpenPM 2.1 requires -script-security 2' or higher to call user-defined scripts
Thu bpr 268 23:51:40 2012 Control Channel Authentication: using 'geronet-firewall-udp-1194-Hz. key' az a Qper?
Thubpr 26 23:51:40 2012 LZ0 comprezsion intialized

Thubpr 26 23:51:40 2012 UDPwa link local (bound]): [undef]:1194

|Thu Apr 26 235140 201 2 UDPv4 link remote; 100.0.1.2:1194

< 2
Desconectar | Reconectar | Ocultar |

www.geronet.com.ar

Y una vez establecida, podremos ver en nuestro adaptador de red de OpenVPN que ya se

encuentra conectado:

_rﬂ'l:oneﬂiones de red -8 x|
S - =
‘GL)V |@ ~ Redes e Int.,, ~ Conexiones dered ~ + & I Buscar Conexiones de red m‘
Organizar ~ &= ~ O @
.L. Conexidn de Area local L. Conexidn de &rea local 2
NS ped 3 e

> TS Redno identificada =
@i Conexicn de red Intel(RY PROJL000 MT @ TAP-Win3Z Adapter vo

Si entramos a las propiedades de la placa corroboraremos que se nos ha asignado una IP del rango

gue habiamos definido para nuestra VPN:
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Detalles de la conexrion de red x|

Detalles de la conexion de red:

www.geronet.com.ar

Fropiedad | Y alar |*-
Sufijo DMS especifico p...
Dezcripoidn TAPWind2 ddapter W9

Direccian fizsica
Habiltado para DHCF
Direccian |Pyv4

M dzcara de subred |Pyd

00-FF-3E-7B-FO-3
S0

17216816
255.255.2585.252

viernes, 27 de abnl de 2012 0:00:471
zabado, 27 de abril de 2013 0:00:42

Conceszian obtenida
La concesidn expira
Puerta de enlace predet...
Servidor DHCP 1Pv4 172168.1.5
Servidor DMS 1Pawd
Servidor WINS [Pvd
Hahiltado para MetBios .. 57
Winculo: direccidn [PvE |, fe80:8944: Tec3 ecal:Bbdf%19
Puerta de enlace predet...
Servidores DMS IPvE fecO:0: 0131 -
fecO:0: 0 231
Feel1 1 FFFF- 331 LI

Cerrar

Finalmente ya estamos conectados a nuestra red interna desde cualquier parte del mundo con
internet y podremos hacer uso de todos los servicios de lo que nuestra LAN disponga.

Saludos.
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