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Configurar un firewall con failover en PFSense 2.0.1

Basicamente la idea consiste en configurar en nuestra organizacion un firewall con redundacia en
la cual se replican los estados de las conexiones en un equipo de backup y en caso de producirse
una falla en el principal, el secundario entre en funcionamiento automaticamente sin producir
cortes en las comunicaciones.

Por ello en el ejemplo configuraremos dos firewall capaces de funcionar sincronizadamente, uno
como equipo principal y otro como secundario de backup.

Nuestro esquema propuesto es el siguiente:

ISP1

Nombre: geronet-ispl
NIC1 (Externa): DHCP
NIC2 (Interna): 10.0.1.1

Firewall 1 Firewall 2
Nombre: geronet-firewalll Nombre: geronet-firewall2
NIC1 (ISP1): 10.0.1.2 NIC1 (ISP1): 10.0.1.3
NIC2 (Interna): 192.168.2.1 NIC2 (Interna): 192.168.2.2
NIC3 (CARP): 1.1.1.1/24 NIC3 (CARP): 1.1.1.2/24
VHID WAN1: 10.0.1.250 VHID WAN1: 10.0.1.250
VHID LAN: 192.168.2.250 VHID LAN: 192.168.2.250

192.168.2.1/24

Elementos necesarios.

e 1 Proveedor de internet que nos proporcione tres IP para conectarnos a la red.
e 2 Equipos que funcionen como firewall y PFSense 2.0 instalado.
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e 3 Placas de red en cada firewall.

e 1 direccion IP VHID definida para la red WAN.

e 1 direccion IP VHID definida para la red LAN (esta sera el gateway para los clientes de la
LAN).

Las direcciones VHID son las direcciones IP virtuales que seran compartidas por los firewalls para
establecer las conexiones tanto en la LAN interna como en la WAN. Es decir, ambos equipos
responderan a la misma IP, sin embargo tambien cada equipo debe tener su direccién particular.

En resumen en cada equipo configuraremos las siguientes direcciones en cada placa:
Firewall 1 (Principal):

WAN: 10.0.1.2

LAN: 192.168.2.1

SYNC: 1.1.1.1 (Sera la IP utilizada para sincronizar los firewalls)
Firewall 2 (Backup):

WAN: 10.0.1.3

LAN: 192.168.2.2

SYNC: 1.1.1.2

Y a su vez, en ambos equipos las siguientes IP Virtuales:

VHID WAN: 10.0.1.250 (Debe ser provista por el ISP)

VHID LAN: 192.168.2.250 (Sera el gateway al que deben aputar los clientes)

Comencemos entonces con la configuracion:

Primero asignamos las placas de red a las diferentes interfaces desde el menu Interfaces 2 Assing
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»  System + Interfaces  » Firewall

» Services » VPN »  Status ¥ Diagnostics  »

|Interfaces: Assign network ports |

SRR e crovps | virees | vt | Qo  poos | e | | e | hce

Help o geronet-f

Interface Network

g il L

WAN1 emi [00:0c:2%:00:ad:b1) [ ]
LAN eml (00:0c:29:00:ad:bb) El
WAN2 em? [00:0c:25:00:ad:c5) | |
SYNC em3 [00:0c:2%:00:ad:cf) [ ] I

feo B b

Interfaces that are configured as members of a lagg(4) interface will not be shown.

Luego asignamos la IP correspondiente a cada interfaz desde Interfaces - [Placa
Correspondiente]

»  System - Interfaces v Firewall
[assign)
LAN

Interfacefy s

WAN1
Interface assig@a;

Interface Metwork port

WAN1 am0 (00:0c:2%:00:ad:b1) [ = |

LAN emi (00:0c:29:00:ad:bb) El

Asignamos la IP a la interfaz de sincronizacion:
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System + Interfaces +  Firewall rvice »  Status » Diagnostics »  Help ﬁngemnet—ﬁ

Gene

Enable Enable Interface ({—

Description I\\; SYNC
Enter a description (name) for the interface here. =
stac [+] {—

I\\.‘ Insert my local MAC address
This field can be used to modify ("spoof™) the MAC address of this interface
(may be required with some cable connactions)

Enter a MAC address in the following format: or leave blank

%

Ify‘ou leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary on some
hardware.

%

Ify‘ou enter a value in this field, then M55 damping for TCP connections to the value entered above minus 40 (TCR/IP
header size) will be in effect.

Speed and duplex Advanced | - Show advanced option

17 sddress NSEEE] 1[27] S —

Gateway Nanz [ ] -or- add & new one.
If this interface is an Internet connection, select an existing Gateway from the list or 2dd one using the link above

Private networks

Luego a la placa de LAN:

(]
-

»  System » Interfaces v Firewall » Service: VPN »  Status » Diagnostics »  Help ﬁngemnet—i

Interfaces: LAN 00

Enatle Enable Interface  {{—

Description IP\\_‘ LAN
Enter a description (name) for the interface here.

Trpe st [7] fi—

MAC address I\\.‘ Insert my local MAC address
This field can be used to modify ("spoof™) the MAC address of this interface
(may be required with some cable connections)
Enter a MAC address in the following format: or leave blank
MTU R,
If you |leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary on some
hardware.
M5 N

Ify;ou enter a value in this field, then M55 damping for TCP connections to the value entered above minus 40 (TCP/IP
header size) will be in effect.

Speed and duplex Advanced | - Show advanced option

1P address [\, 192.168.2.1 {[2a[=] g

Gateway None El -or- 2dd 2 naw ona.
If this interface is an Internst connection, select an existing Gateway from the list or 2dd one wsing the link above
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Y por ultimo a la placa WAN, a la cual ademas le asignamos el gateway correspondiente
proporcionado por el ISP:

Interfaces: WAN1 ©0

General configuration

Enable Enable Interface ({T—
Descrption R want C—

Enter a description {name) for the interface here.

Type Static [+] (—

MAC address I\\_‘ Insert my local MAC address

This field can be used to modify ("spoof™) the MAC address of this interface
(may be required with some cable connections)
Enter a MAC address in the following format: socococococo: or leave blank

MTU R
If you leave this field blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary on some
hardware.

MsS N

Ify‘cu enter a value in this figld, then MSS damping for TCP connections to the value enterad above minus 40 (TCP/IP
header size) will be in effect.

Speed and duplex Advanced | - Show advanced option

17 address N10.0.12 1] S——

Gateway WAN1GW - 10.0.1.1 [ | -or- add 2 new one. ﬁ
If this interface is zn Internet connection, select an'existing Gatewa: list or 2dd one wsing the link above

Ahora se deben asignar las IPs Virtuales que hemos definido. Vamos a Firewall = Visrtual IPs

b System ¢ Interfaces *  Firewall

Aliases
MAT

Interfaces: WAN1 RIE

Schedules

Traffic Shaper
General configuration Virtual TPs

Enable

En la pestafia Virtual IPs debemos pulsar en el botdn (+) para agregar una nueva VHID.
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»  System » Interfaces  »  Firewall

+  Services » VPN »  Status ¥ Diagnostics »  Help ﬁngemmt—ﬁ

Firewall: Virtual IP Addresses

Ve 15

Virtual IP address | Type
10.0.1.250/24 (vhid 1) g [cHARPIM CarP waN1
10.0.2.250/24 (vhid 2) [CHARPIN CArP wANZ

192,168.2.250/24 (vhid 3) = CHARPINN CARP LAN

Note:
The virtual IP addresses defined on this page may be used in NAT mappings.
You can check the status of your CARP Virtual IPs and interfaces here.

Primero agregamos la IP virtual de la WAN. Es importante que se seleccione el Type CARP.

En el campo Virtual IP Password debemos settear una clave que se insertard igual en ambos
firewall.

Y ademas el VHID Group debe configurarse de la misma forma en ambos firewalls.

»  System + Interfaces v Firewall »  Services VPN b Status » Diagnostics »  Help ﬁngemnet—

Firewall: Virtual IP Address: Edit

Edit Virtual IP

Type © Proxy ARP © Cap (—

Interface WAN1 [] ¢—

IP Address(es) Type: Netwrork

pddress: | 210.0.1.250 (23] TH et mask. It does not specify 3 CIDR

range.
Expansion: \ ™ Disable expansion of this entry into IPs on NAT lists (e.g. 192.168.1.0/24 expands to 256 entries.)

Virtual IP Password seessenene F
Enter the VHID group password.

VHID Group 1 [+] F
Enter the group that the machines will share

Advertising Frequency Base:|1 [+]Skew: [0 [¥]

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both
values in the dluster determines the master.

esarpm [%, carp wan1
‘You may enter a description here for your reference (not parsed).

Gancal

Note:

Proxy ARP and Other type Virtual IPs cannot be bound to by anything running on the firewall, such as IPsec, OpenVPN, etc. Use a CARP or IP Alias type
address for these cases.

Luego configuramos el VHID de la red LAN de la misma forma en ambos dispositivos.
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»  System » Interfaces v Firewall » Services » VPN »  Status » Diagnostics »  Help ﬁﬂgemnet—

Firewall: Virtual IP Address: Edit o

Type © proy ARP © carp —

IP Address(es) Type: Network
Address: ,192.168.2.250 =‘5st It does not specify a CIOR
range.
Expansion: \ ™ Disable expansion of this entry into IPs on NAT lists (e.g. 192.168.1.0/24 expands to 256 entries.)
Virtual IP Password sesnsnenns

Enter the VHID group password.

VHID Group
Enter the VHID group that the machines will share

Advertising Freguency Base:[1 [v]Skew:

The frequency that this machine will advertise. 0 means usually master, Otherwise the lowest combination of both
wvalues in the cluster determines the master.

Description r\ CARP LAN
You may enter a description here for your reference (not parsed).

Note:

Proxy ARP and Other type Virtual IPs cannot be bound to by anything running on the firewall, such as IPsec, OpenVPN, etc. Use a CARP or IP Alias type
address for these cases.
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El siguiente paso solo debemos hacerlo en el firewall principal:

En la pestaia CARP Settings debemos tildar la opcidon Synchronize States, seleccionamos la
interfaz definida para tal caso (SYNC) y seteamos la IP del otro firewall (en el ejemplo la IP de
sincronizacién del firewall 2 de backup) con la cual se replicara el estado.

»  System v Interfaces » Firewall »  Services »  Status » Diagnostics  »  Help ﬁlgernnet—ﬁ

Services: CARP Settings: Edit

V(TR B 1SS CARP Settings ;
State Synchronization Settings (pfsync)

Synchronize States
pfsync transfers state insertion, update, and deletion messages between firewalls. Each firewall sends these messages out
via multicast on a specified interface, using the PFSYMC protocol (IP Protocol 240). It also listens on that interface for
similar messages from other firewalls, and imports them into the local state table.
This setting should be enabled on all members of a failover group.

NOTE: Clicking save will force a configuration sync if it is enabled! (see Configuration Synchronization Settings below)

Synchronize Interface sme [ ﬁ
If Synchronize iz enabled, it will utilize this intzrface for communication.

NOTE: We recommend setting this to a interface other than LAN! A dedicated interface works the best.
NOTE: You must define a IP on each machine participating in this failover group.
NOTE: You must have an IP assigned to the interface on any partidpating sync nodes.
pfsync Synchronize Peer IP l\\ 1.1.1.2
Setting this option will force pfsync to synchronize its state table to this IP address. The default is directed multicast.

Configuration Synchronization Settings (XMLRPC Sync)

Synchronize Config to IP I\\ 1.1.1.2 F
Enter the IP address of the firewall to Which the selected configuration sections should be synchronized.

NOTE: XMLRPC sync is currently only supported over connections using the same protocol and port as this system - make
sure the remote system's port and protocol are set accordinghy!

NOTE: Do not use the Synchronize Config to IP and password option on backup duster members!

Mas abajo debemos establecer el usuario y clave de administracion del dispositivo de backup y
sellecionar las caracteristicas que se desean sincronizar:
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+  Frewall +  Services » VPN »  Status » Diagnostics  »

NOTE: Do not use the Synchronize Config to IP and | option on backup duster

Remote System Username N admin
Enter the webConfigurator usemame of the system entered abowe for synchronizing your configuration.
NOTE: Do not use the Synchronize Config to IP and option on backup cluster ik

Remote System Password Ka‘) [
Enter the webConfigurator password of the system entered above for synchronizing your configuration.
NOTE: Do not use the Synchronize Config to IP and password option on badkup duster members!

Synchronize Users and

Bl When this option is enabled, this system will automatically sync the users and groups over to the other CARP host when
changes are made.

Synchronize Certificates ﬁ
When on 5 en , this system will automatically sync the Certificate Authorities, Certificates, and Certificats
Revocation Lists over to the other CARP host when changes are made.

Synchronize rules
When this option is enabled, this system will automatically sync the firewall rules to the other CARP host when changes are
made..

Synichronize Firewall

Schedules Vhen this option is enabled, this system will automatically sync the firewall schedules to the other CARP host when
changes are made.

Synchronize aliases
\'ﬂ'lgn this option is enabled, this system will automatically sync the aliases over to the other CARP host when changes are
made.

o e
When on is en , this system will automatically sync the NAT rules over to the other CARP host when changes
are made.

Synchronize IPsec

Sreman
When on is en , this system will automatically sync the IPsec configuration to the other CARP host when

changes are made.
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»  Firewall Status » Diagnostics

Synchronize DHCPD

When this option is enabled, this system will automatically sync the DHCP Server settings over to the other carp host when
changes are made.

Synchronize Wake on LAN

When this option is enabled, this system will automatically sync the Wol configuration to the other CARP host when
changes are made.

Synchronize Static Routes

When this option is enabled, this system will automatically sync the Static Route configuration to the other CARP host
when changes are made.

Synchronize Load Balancer

When this option is enabled, this system will automatically sync the Load Balancer configuration to the other CARP host
when changes are made.

Synchronize Virtual IPs

When this option is enabled, this system will automatically sync the CARP Virtual IPs to the other CARP host when changes
are made.

Synchronize traffic shaper |

(queues) When this option is enabled, this system will automatically sync the traffic shaper configuration for queues to the other
CARP host when changes are made.

Syns:hmnize traffic shaper |

(i) When this option is enabled, this system will automatically sync the traffic shaper cenfiguration for limiters to the other
CARP host when changes are made.

Synchronize traffic shaper |

(layer?)

When this option is enabled, this system will automatically sync the traffic shaper configuration for layer7 to the other
CARP host when changes are made.

Synchronize DNS Forwarder

When this option is enabled, this system will automatically sync the DNS Forwarder configuration to the other CARP host
when changes are made.

Synchronize Captive Portal |
When this option is enabled, this system will automatically sync the Captive Portal configuration to the other CARP host
when rhannss are mada

Synchronize Static Routes 'ﬁ
When on is en , this system will automatically sync the Static Route configuration to the other CARP host
‘when changes are made.

Synchronize Load Balancer

When this option is enabled, this system will automatically sync the Load Balancer configuration to the other CARP host
‘when changes are made.

Synchronize Virtual IPs

‘When this option is enabled, this system will automatically sync the CARP Virtual IPs to the other CARP host when changes
are made.

Synchronize traffic shaper |

(queues) ‘When this option is enabled, this system will automatically sync the traffic shaper configuration for queues to the other
CARP host when changes are made.

S?'ns:hronize traffic shaper ]

=g When this option is enabled, this system will automatically sync the traffic shaper configuration for limiters to the other
CARP host when changes are made.

Synchronize traffic shaper &l

(layer?)

‘When this option is enabled, this system will automatically sync the traffic shaper configuration for layer7 to the other
CARP host when changes are made.

Synchronize DNS Forwarder

When on is en; ; this system will automatically sync the DNS Forwarder configuration to the other CARP host

‘when changes are made.

Synchronize Captive Portal

[
‘When this option is enabled, this system will automatically sync the Captive Portal configuration to the other CARP host
‘when changes are made.

ﬁn geronet-i

Pulsando en Save guardaremos los cambios.

El siguiente paso consiste en habilitar en ambos firewalls una regla que permita la comunicacién
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entre las placas de sincronizacidn de ambos dispositivos.

Para ello vamos a Firewall >Rules = Placa SYNC

»  System » Interfaces - Frewall

Aliases
MNAT
Firewall: Rules Rules

Schedules

m WAN Traffic Shaper

Virtual IPs
ID | Proto | Source Port
I_lﬂl |Trn.l'||r1n|$ |=
En nuestro caso habilitamos el trafico completo en dicha interfaz:
»  System + Interfaces +  Firewall »  Status } Diagnostics »  Help ﬁngemnm

Firewall: Rules

EACIAMETT) sric ¢em—

ID  Proto | Source Port | Destination @ Port Gateway Queue [
Mo TCP/UDP | * * * = * none Permitir SYNC (P[0}
pass 3 block reject @ log
pass (disabled) block {disabled) reject (disabled) log {disabled)

Hint:

Rules are evaluated on a first-match basis (i.e. the action of the first rule to match a packet will be executed). This means that if you use
block rules, you'll have to pay attention to the rule order. Everything that isn't explicitly passed is blocked by default.

Una vez aplicada la regla en ambos equipos, podremos comprobar el status del Cluster de firewall
llendo a Status = CARP (failover)
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»  Services ~ Status » Diagnostics
CARP (failover)
Dashboard

Firewall: Rules DHCP Leases

Filter Reload

Interfaces

»  System + Interfaces »  Firewall

ID Proto

IPsec
ao TCR/UDP | * * = = = Load Balancer
OpenVPN

Package Logs
Queues
RRD Graphs

3 pass E3 block Services
pass (disabled) block (disabled)

System Logs
Traffic Graph
UPnP & NAT-PMP

Hint:

_Fl_ulg are evdua__l_:e_d on a first-match basis {l e, ﬂje action of ﬂle_ﬁrsl r!.ie to |_r|atd|_ a 1'!1|s means t

Si estamos situados en el firewall principal veremos que el status de las Virtuals IPs es MASTER y
con la flecha verde nos indica que esta online:

»  System + Interfaces » Firewall »  Services »  Status » Diagnostics »  Help

Status: CARP

Virtual IP Status

10.0.1.250 B masTER
10.0.2.250 O masTER
192.168.2.250 O masTER

Note:
You can configure CARP settings here.

pfSync nodes:

6314c4cS
804aZbla
aa7Ze4d3

Si nos logueamos en el firewall de backup veremos que el status de las Virtuals IPs dice Backup
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/'|@ http://192.168.2.2/ P~-BCX H & geronet-firewall2.geronet.c... *

Archive Edicion  VWer Favoritos Herramientas  Ayuda

'1'::_‘3 Dexter ver online - descar... [ YouTube - Broadcast You... -"l Google Académico W Wonderware Home @ Faculty Contact Center - S... @ Correo

7]
@

System + Interfaces » Firewall »  Services L » Status » Diagnostics *»  Help

Status: Dashboard
@@

System Information = Interfaces =]
Name geronet-firewall2.geronet. com.ar [ wAN1 4 10.0.1.3 1000baseT <full-duplesxs
Version 2.0.1-RELEASE (i386)
built on Mon Dec 12 18:24:17 EST 2011 O Lan + 192.168.2.2 1000baseT <full-duplexc>
FreeBSD 8.1-RELEASE-p6 1 waN2 4 10.0.2.3 1000baseT <full-duplex:
Unable to check for updates. 0 SYNC 4  1.1.1.2 1000baseT <full-duplex=
Platfrm nfSense

»  System + Interfaces »  Firewall »  Services Status » Diagnostics »  Help

Status: CARP 2]

CARP Interface Virtual IP Status |
vipl 10,001,250 BACKUP
vip2 10.0.2.250 BACKUP |
vip3 192.168.2.250 BACKUP

Note:
You can configure CARP settings here.

pfSync nodes:

43f8Z288e
86b31a37
adf305b2
c323c81f

Por ultimo, si queremos verificar que la sincronizacién esta funcionando correctamente podemos
probarlo aplicando una regla de firewall en uno de los dispositivos y luego verificando que en el
otro se a replicado automaticamente.
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